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Main contributions

1. Basic integration of PVSio-web modelling and
prototyping environment with Overture

2. Demonstrative example based on a medical device
= Generation of VDM model from a graphical diagram
* Prototyping of a realistic device based on the model
= Example analysis using PVSio-web and Overture



Outline of the talk

+ PVSio-web

— Motivations, design, applications & impact stories

e Our VDM extension for PVSio-web

— Demonstrative example

 Demonstrative examples

— Automatic generation of realistic prototypes from
formal models

— Lightweight formal analysis using PVSio-web
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o PVSio-web

Toolkit for multi-disciplinary design and evaluation of
interactive (human-computer) systems
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Engineering practices

The use of verification tools is neglected by manufacturers
when designing user interfaces

One of the reasons is that barriers exist \
that make several verification tools

intrusive in engineering practices Invariants

Coverage of
conditions
R :
Simulation ® Property
|| Specification Debugging of conditions
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Example workflow that integrates
verification tools in user interface design

Step 1. Specify a model of the user interface
Step 2. Engage with engineers and domain experts
Step 3. Iterate step 1 and 2 until agreement is reached

Step 4. Verify properties. Go to to step 1 to fix identified issues.
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Example workflow that integrates
verification tools in user interface design

Step 1. Specifyoa model of the user interface
Step 2. Engagetith engineers and domain experts

Step 3. lterate stgb ement Is reached

Step 4 fix identified issues.

+» User interface behaviour
s Visual aspect
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Example workflow that integrates
verification tools in user interface design

Step 1. Specify a model of the user interface

Step 2. Engage with engineers and domain experts

Step 3. Ilterate st L/ > eached

Step 4. Verify fied issues.

*» Executable specification
** Model animation
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Typical output of formal tools

1. Problems E Console &3 . CT Test Case result PD Proof Obligation Explnrf:r
[Debug Console] New_configuration (1) [VDM SL Muﬂ:l] Overture debugger

Ll

** Welcome to the Overture Interactive Console
W

= .
on_turn_on{

(}

mk 5tnte(<nn> <nFF:, )

»> p transition_cl '.;'_'-.'_::J.-,'d'lhf__ﬂf!
O

> p State

mk_State(<on>, <on>, 10)

> |
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A more effective presentation of the model
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Specification of the
graphical layout

Formal interpreter Formal interpreter
commands response

Formal model
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Specialised user interfaces
for different class of users

* Real Device Users
» Device Experts / Regulators
 Human Factors Specialists
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The PVSio-web Architecture

A\

Multiple Specialised
User Interfaces

Modelling Templates

)
Consolidated (

Extensible Set of

U

Analysis Tools

J T

Domain Experts,
End Lisers

Developers, o | g —_———— —
Formal Methods & g Yewe Bamar
Novices and Experts ;

Ref: PVSio-web 2.0: Joining PVS to HCI

Simulator View "—\"' PYWSio Wrapper PV5io __:'l
¥ . :
Prototype Bullder {g ) Co-Simulator _.,':: abobbatlois )
Templaies
e iaautoiitor | WMol Ganeraiors _/ PVSModel
w7 MALModel
Model Editor S "Ew
P. Masci, P. Oladimeji, Y. Zhang, P. Jones, P. Curzon, H. Thimbleby 5

submitted to CAV2015, Jan, 2015
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Applications

Validation of requirements
Validation of formal models

Requirements Formal Model

I

» Lightweight formal analysis

(e.g., expert walkthrough of prototypes)

» Demonstration of analysis results Analysis Resuits
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Key Achievements

PVSio-web helped us

* to spot previously undetected
software defects in commercial
medical devices

* to develop training material for
hospitals, to raise awareness about
the identified design issues

Design issues in medical user interfaces
(material available on YouTube)
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Impact stories

« Healthcare

— FDA is trialling our toolkit for assessing
safety and usability aspects of medical
devices

— Hospitals are using our results to improve
procurement and to raise awareness
about design issues in medical devices

* Avionics / Aerospace

— We are starting collaborations with NASA
for the analysis of flight decks




Demonstrative example based
on medical devices
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The example of infusion pumps

Infusion pumps are medical devices used N .
to inject fluids (drugs, nutrients) into the ]
bloodstream of a patient in a controlled E:“ |
manner. I

5 |

The pump user interface allows one to enter:

* Infusion parameters (volume, rate, time) 0

- Patient authentication data (name, age, etc.) fgj_.\

* User authentication data (username, password, etc.) iE:‘_'I ]I'ﬂ]

(T r——, &
/ \H"m Iul' \




Example 1: Prototyping the user interface
software of an insulin pump
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Example 2: Interoperability Extension

Patient monitor
monitoring SpO2 and RRa

Safety Interlock App
automatically stops the infusion
when RRa and SpO2 indicate the
onset of respiratory depression

}JOM]}BN UOIEeoIuUNW WO

Infusion pump
infusing morphine
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Ongoing work

Templates for modelling and verification
Template process wrappers for external tools
Co-Simulator / Interoperabilty extension
Code generators (C, Java, JavaScript, ...)
Libraries of new user interface widget
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Overture evolution

* 1Y: Web-based version of the toolset
— Better integration with the PVSio-web toolkit

* 5Y: Modelling templates
— Possibly supported by verification strategies

* 10Y: Trusted toolchain
— From requirements to code
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